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Web Application Incident Analysis Template  
Note: Prior to starting the web application incidents analysis, Section 1 and Section 2 must be 
filled with required information. 
 

Section 1: Details of the Organization  

Organization Name:  

Contact Number:  

Website:  

Address:  

Additional Contact Information: 

 

 

 

 

Section 2: Details of the Incident Responder 

Date Report Received:  Date Report Processing Began:  

Name:  Report Number:  

Title:  Department:  

Email Address:  

Phone Number and, If Applicable, Extension:  
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Section 3: Web Application Incident Analysis 

 Manual Analysis 

 SQL Injection Attacks 

 XSS Attacks 

 Directory Traversal Attacks 

 Dictionary Attacks 

 Stored Cross Site Script Attacks 

 DoS/DDoS Attacks 

 RFI Attacks 

 LFI Attacks 

 Watering Hole Attacks 

 Other Attack, specify: ________________________________ 
 

Systems involved in Attack:  

Type of Logs File Extracted:  

Source of Logs File:  

Network Packet Analysis 
Timeline (if any): 

From To 

  

Encoding Technique Used  

(if any): 
 

 

Techniques/commands used: 

 

 

Tools used: 
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Results obtained: 

 

 

Status of the analysis: 

 

 

Additional information: 
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